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System Overview 

DYRES (Dynamic Remote Store) is a high-performance, modular monolith caching system designed 

for single-node deployments where simplicity, speed, and reliability are paramount. Built on ASP.NET 

.NET 8, DYRES provides dual-layer caching with in-memory storage backed by persistent SQLite, 

ensuring both exceptional read performance and data durability. 

The system is architected as a modular monolith — a single deployable unit containing clearly 

separated bounded contexts that communicate through well-defined interfaces rather than direct 

coupling. This design provides the operational simplicity of a monolith with the maintainability 

benefits of modular architecture. 

Key design principles: 

•  Single-node deployment — No clustering complexity, optimal for edge caching 

•  Dual-layer caching — IMemoryCache hot path with SQLite persistence 

•  Built-in identity and tenancy — No external dependencies for auth or isolation 

•  Resource governance — Automatic memory and disk management with background eviction 

•  Multi-protocol — REST API for universal access, gRPC for high-performance .NET clients 

Architecture 

Modular Monolith 

DYRES follows the modular monolith pattern: a single ASP.NET application containing five 

independent modules, each with its own domain logic, data access, and public interface. Modules do 

not directly reference each other's internals; instead, they communicate through interfaces defined 

in the Core project. 

This architecture provides several advantages over distributed microservices for a single-node 

caching system: 

•  No network overhead for inter-module communication 

•  Single deployment artifact simplifies operations 

•  ACID transactions across modules via shared SQLite connection 
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•  Future decomposition into separate services is possible without rewriting business logic 

Bounded Contexts 

The system is organized into five bounded contexts, each responsible for a distinct business 

capability: 

Module Responsibility 

Identity User authentication, password hashing, JWT token issuance and validation, role-based 

access control 

Tenant Tenant lifecycle management, tenant isolation enforcement, default tenant provisioning 

Cache Key-value storage, dual-layer read/write orchestration, TTL management, cache statistics 

ResourceGovernance Memory and disk monitoring, background eviction, LRU policy enforcement, threshold 

alerting 

Logging Structured audit logging, event categorization, log querying and export via LiteDB 

Each module is independently testable and can be understood without knowledge of other modules' 

internals. 

Technology Stack 

Data Layer 

•  SQLite — Persistent storage for cache entries, identity, and tenancy data. Serverless, zero-

configuration, ideal for single-node deployment. 

•  LiteDB — Structured logging database. Document-oriented, lightweight, designed for .NET 

applications. 

•  IMemoryCache — ASP.NET in-memory cache for the hot path. Provides sub-millisecond reads 

for frequently accessed keys. 

Caching Strategy 

DYRES implements a two-tier caching strategy: 

•  Tier 1 — In-Memory (IMemoryCache): All cache operations first hit the in-memory store. This 

provides the fastest possible access for hot data. Memory usage is governed by configurable 

limits with LRU eviction when thresholds are exceeded. 
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•  Tier 2 — Persistent (SQLite): Every write is persisted to SQLite for durability. On startup, the in-

memory cache is warmed from the SQLite database. Background eviction removes expired 

entries from both layers. 

Read path: Check IMemoryCache first (hit = return immediately). On miss, query SQLite, populate 

IMemoryCache, return value. 

Write path: Write to SQLite first (durability), then update IMemoryCache (availability). 

Security Model 

Authentication 

DYRES uses JWT (JSON Web Token) bearer authentication with HS256 symmetric signing. Tokens are 

issued on successful login and must be included in the Authorization header for all protected 

endpoints. 

Default security configuration on first boot: 

Default Admin Username: admin Default Admin Password: admin JWT Signing: HS256 

(HMAC-SHA256) Token Expiry: 24 hours 

The JWT secret is automatically generated on first run if not explicitly configured in appsettings.json. 

For production deployments, always set a strong secret in the configuration file. 

Admin-Only Registration 

User account creation is restricted to authenticated administrators. The system does not provide 

public registration. Only accounts with the Admin role can create new users through the 

/api/auth/register endpoint. 

This design decision prevents unauthorized account creation in production environments. The first 

admin account is seeded automatically on initial database creation. Additional admin accounts can 

be created by existing admins. 

Role hierarchy: 

•  Admin — Full system access: cache CRUD, tenant management, user creation, system 

configuration 

•  User — Standard access: cache CRUD (own tenant), read-only system information 
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Deployment Guide 

System Requirements 

Requirement Specification 

Runtime .NET 10 Runtime or SDK 

Operating System Windows 10/11, macOS 10.15+, Linux (Ubuntu 20.04+) 

Memory (Minimum) 512 MB RAM 

Memory (Recommended) 2 GB RAM 

Disk Space 100 MB for application + cache storage 

Network HTTP/HTTPS port access (default: 5188) 

Installation Steps 

1.Install .NET 10 Runtime or SDK from https://dotnet.microsoft.com/download 

2.Download the DYRES release package or build from source 

3.Run the API server: dotnet DYRES.Api.dll (default port: 5188) 

4.The database and default admin account are created automatically on first run 

5.Access the API documentation at http://0.0.0.0:5188/scalar/v1 

6.Change the default admin password immediately via the CLI or Web Portal 

For production deployments, configure the following in appsettings.json: 

{   "Jwt": {     "Secret": "your-256-bit-secret-key-here-minimum-32-chars"   },   

"Cache": {     "MaxMemoryMB": 512,     "MaxDiskMB": 2048,     

"DefaultExpirationMinutes": 60   },   "Urls": "http://0.0.0.0:5188" } 

Configuration 

DYRES uses standard ASP.NET configuration with appsettings.json. Configuration values can also be 

overridden with environment variables. 

Setting Default Description 

Jwt:Secret (auto-generated) JWT signing key (min 32 chars) 

Cache:MaxMemoryMB 512 Maximum memory for in-memory cache 
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Cache:MaxDiskMB 2048 Maximum disk space for SQLite storage 

Cache:DefaultExpirationMinutes 60 Default TTL for cache entries 

Urls http://0.0.0.0:5188 Server listening address 

All cache limits are enforced by the ResourceGovernor background service, which runs every 30 

seconds to check memory and disk usage. When thresholds are exceeded, entries are evicted using 

an LRU (Least Recently Used) policy. 

Resource Governance 

The ResourceGovernance module provides automatic memory and disk management to prevent 

unbounded growth of cache storage. It operates as a background hosted service that periodically 

evaluates resource usage and triggers eviction when configured thresholds are exceeded. 

Eviction strategies: 

•  LRU (Least Recently Used) — Primary strategy. Removes entries that haven't been accessed 

recently. 

•  TTL expiration — Removes entries whose expiration time has passed. 

•  Emergency eviction — When memory exceeds 95% of limit, aggressively removes entries until 

usage drops to 80%. 

Governor checks run every 30 seconds. All eviction events are logged to LiteDB for audit and 

diagnostics. 

Logging and Diagnostics 

DYRES uses a dual logging system: 

•  ILogger — Standard ASP.NET logging to console and file. Used for operational monitoring and 

troubleshooting. 

•  LiteDB — Structured audit logging for cache operations, authentication events, and system 

actions. Queryable through the Web Portal and CLI. 

Log levels follow standard .NET conventions: Trace, Debug, Information, Warning, Error, Critical. 

Production deployments should set the minimum level to Information or Warning. 
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API Protocols 

DYRES exposes two API protocols on the same port: 

•  REST API — Standard HTTP/JSON endpoints accessible from any language or platform. 

Documented in the DYRES REST API Guide. 

•  gRPC API — High-performance binary protocol for .NET clients. Defined in Protobuf with three 

services: DYRESCache, DYRESAuth, and DYRESTenant. 

The gRPC API provides equivalent functionality to the REST API with lower serialization overhead and 

HTTP/2 multiplexing. The C# SDK (DYRES.Sdk) abstracts both protocols, allowing clients to switch 

between HTTP and gRPC via configuration. 

Project Structure 

The DYRES solution contains seven projects organized by responsibility: 

DYRES.sln | |-- DYRES.Core/              (Entities, DTOs, Interfaces, Enums) |-- 

DYRES.Infrastructure/    (SQLite DbContext, LiteDbContext, JWT, PasswordHasher) |-

- DYRES.Modules/           (5 business modules) |   |-- IdentityModule/      (User 

authentication and authorization) |   |-- TenantModule/        (Multi-tenant 

isolation) |   |-- CacheModule/         (Key-value storage and retrieval) |   |-- 

ResourceGovernance/  (Memory/disk limits and eviction) |   |-- LoggingModule/       

(Structured audit logging) |-- DYRES.Api/               (REST controllers, gRPC 

services, Program.cs) |-- DYRES.Cli/               (Spectre.Console command-line 

tool) |-- DYRES.Sdk/               (C# client library for HTTP/gRPC) |-- 

DYRES.Web/               (Blazor Web App portal with MudBlazor) 

All module services are registered as Singletons in dependency injection. This design decision 

ensures compatibility with the background eviction service (IHostedService) which is always a 

Singleton in ASP.NET. 
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