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Introduction

Welcome to the DYRES CLI User Manual. This document provides comprehensive guidance for using

the Dynamic Remote Store Command Line Interface.

DYRES (Dynamic Remote Store) is a high-performance modular monolith caching system built on
ASP.NET .NET 8. The CLI provides a complete command-line interface for interacting with the DYRES

server, managing cache entries, administering users and tenants, and monitoring system health.

IMPORTANT: User account creation is an admin-only function. Only authenticated Admin-role

accounts can create new users. There is no public registration.

System Requirements

Minimum Requirements
e .NET 10 Runtime or SDK installed
e Windows 10/11, macOS 10.15+, or Linux (Ubuntu 20.04+)

¢ Network access to a running DYRES API server

Network Requirements
e HTTP/HTTPS connectivity to the DYRES APl endpoint

e Default server port: 5188

Installation

1.Download the DYRES.Cli release for your platform
2.Extract the archive to a directory of your choice
3.Run: dotnet DYRES.Cli.dll (or use the platform-specific executable)

4.Follow the first-time setup wizard (see next section)
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First-Time Setup

On first launch, the CLI guides you through creating a connection profile:
¢ Profile name: A friendly name (e.g., 'Production’, 'Local’, 'Staging')
¢ Server host: The hostname or IP of the DYRES server (default: localhost)
e Port: The API port (default: 5188)

You can create additional profiles later from the Settings menu.

Authentication

When you launch the CLI, you are presented with the authentication screen:
e L: Login with your username and password
e S: Open Settings to manage connection profiles
e ESC: Exit the CLI

Your credentials are validated against the DYRES server. On successful login, a JWT token is stored

locally and used for all subsequent requests.

Default credentials on a fresh installation:

Username: admin Password: admin

Change the default admin password immediately after first login.

Role-Based Menu System

The CLI dynamically adjusts available menu options based on your authenticated role. This ensures

users can only access features appropriate to their permissions.

Admin Role
Admin users have full access to all menu options:
e Cache: Get, Set, Has, Stats

e Account: Change Password
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e Admin: Users (View/Manage), Create User, Logs, Dashboard, Evict
e System: Health Check, Roles, Settings

e Logout and Exit

User Role
Standard users have cache access and account management, but no admin features:
e Cache: Get, Set, Has, Stats
e Account: Change Password
e System: Health Check, Roles, Settings
¢ Logout and Exit

The Admin menu is completely hidden for non-admin users.

ReadOnly Role

Read-only users can only view cache data:
e Cache: Get (only)
e System: Health Check, Roles, Settings
e Logout and Exit

All cache write operations (Set, Delete) and administrative functions are hidden.

Cache Operations

Get Cache Value

Retrieves a cached value by key and tenant. If the key exists, a table displays the key, value, size, and

expiration time.

Steps: Enter tenant name, Enter cache key, View result

Set Cache Value

Stores a value in the cache. You can optionally set a TTL (Time To Live) in minutes.
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Steps: Enter tenant name, Enter cache key, Enter value, Choose whether to set TTL, Enter TTL if

applicable

If the operation fails, the error message from the server is displayed with the HTTP status code for

troubleshooting.

Check Key Existence

Checks whether a key exists in the cache for a given tenant. Returns a clear yes/no result.

Cache Statistics

Displays aggregate cache statistics in a visual dashboard format:

Total Entries: Number of cached items

Total Size: Human-readable storage usage

Storage Used: Percentage with color-coded bar

Storage Limit: Maximum allowed storage

Account Management

Change Your Password

All authenticated users (Admin and User roles) can change their own password through the Account

menu.

Steps: Select 'Account > Change Password', Enter your current password, Enter your new password

(min 6 characters), Confirm the new password
After a successful password change:
¢ You are automatically logged out
e Your existing JWT token is invalidated
e You must log in again with your new password

This security measure ensures that old sessions cannot continue after a password change.
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Administration

The Admin menu is only visible to users with the Admin role. All admin operations require admin

privileges.

User Management

Navigate to Admin > Users to access the user management submenu:

View Users: Lists all registered users with ID, username, role, status, creation date, and last

login

Change User Password: Select a user and set a new password (invalidates their token)

Create User: Register a new user account

Back: Return to main menu

Change User Password (Admin)
Admins can change any user's password without knowing the current password.

Steps: Select 'Admin > Users > Change User Password', Select the target user from the list, Enter the

new password, Confirm the new password
The affected user is immediately logged out and must use the new password. Their old JWT token is
invalidated.
Create User
Creates a new user account. You must have the Admin role to access this feature.
e Username: Unique login name
e Password: Minimum 6 characters

¢ Role: Admin, User, or ReadOnly

Logs

Views structured audit logs from the LiteDB database. You can specify the number of entries to
display (default: 20).
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Dashboard

Displays a system overview with KPI cards: User count, Tenant count, Storage usage percentage, and

Log entry count.

Evict

Manually triggers cache eviction. This removes expired and oldest entries to free storage space. A

confirmation prompt is shown before proceeding.

System Commands

Health Check

Performs a comprehensive health check of the DYRES server. The output includes:

e Server Status: Healthy/Unhealthy/Unreachable with color coding

Target URL: The connected server address

Authentication: Whether you are logged in and as which user

Role: Your current role (Admin/User/ReadOnly)

Version and Timestamp: Server version and response time

Latency Test: Round-trip ping time in milliseconds

Roles

Displays a table of all DYRES roles with their descriptions, cache access levels, and admin access

levels. Your current role is highlighted at the bottom.

Connection Profiles

Access connection profile management from the main menu via System > Settings, or from the login
screen with the 'S' key.

e Add Profile: Create a new connection to a DYRES server

e Edit Profile: Modify the base URL of an existing profile
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¢ Delete Profile: Remove a connection profile

e Set Active: Switch between multiple profiles

Keyboard Shortcuts

Key
L
S
ESC

Arrow Keys / Enter

Error Reference

Error

Not authenticated

Failed (401)

Failed (403)

Failed (404)

Current password incorrect

Admin access required

Security Notes

properly secured.

Action

Login from authentication screen

Open Settings from authentication screen
Exit or go back

Navigate menus

Resolution

Login with valid credentials. Token may have expired.
Invalid or expired token. Login again.

Insufficient privileges. Contact an admin.

Tenant or key not found. Check the name.

Re-enter your current password correctly.

This feature requires Admin role.

JWT tokens are stored in your user's application data directory. Ensure this directory is

Passwords are never displayed on screen. All password inputs use masked entry.
Changing your password invalidates all existing sessions for your account.

Admin users can change any user's password. This is logged for audit purposes.
ReadOnly users cannot perform write operations. The CLI menu reflects this restriction.

Always change the default admin password after first installation.
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